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Motivation & Research Goals

Modern computer-based systems play a vital role in various sectors. A key feature of such devices is their ability to receive

software or firmware updates for security and other purposes!.

Unfortunately, many current update mechanisms lack security, and vendors often fail to adhere to best security practices.
This study aims to investigate update-related vulnerabilities, their impact /trends over the past eight years, identify the most
common weaknesses, and develop a recommendation matrix to mitigate the causes of these weaknesses during update process.
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Analysis of Selected Metrics: We let D represent the dataset ;;‘3 100 100 | 1 100 -
containing V' vulnerabilities, D = {CVE;, CVE,, ..., CVEy }. S 50 50 | [/ 1 50 i
We analyzed the following metrics: i ; NIl o e
e Impact metrics: {C;, I;, A;} f L N f L N fl L N
(a) Confidentiality (b) Integrity (c) Availability
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: : daswlBarFw doswlerFw leswlerw
o rity metrics: T
Severity metrics: {.5;} g - 00 - )
: : = 30
Let Freq(X) denote the frequency of counter for a given metric X, 3 100 |- - 60
. — .
the cumulative counters can be expressed as: ¢ U 50 |- 7 40
& /% — B 20
i o I w00 WO e 0 7 7 0
% N A L P H L C H M L
Ffr'eq( X) _ Z T ( )(i)7 (d) Attack vector (e) Attack complexity (f) Base severity
i=1
Mapping CVE to CWE Algorithm: We computed the number of
CVEs associated with each CWE in the dataset. ’ 11 Overall 10 Overall 10 Overall
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To account for update-related vulnerabilities, it most include e.g., (a) Confidentiality (b) Integrity (c) Availability
flaws exploited during updates, compromised update integrity, issues
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