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Global navigation satellite systems (GNSS) legacy implementations provide only limited support for the new generation of security enhanced signals. Effective 
inertial navigation requires high-end sensors, but improvements in MEMS technology made possible accurate short-term integration to calculate the 
displacement of a sensor even at high frequency of motion, specifically with RTK aiding [1]. Identification of legitimate transmitters, based on their 
geometrical diversity with respect to the antenna system movement [2], is possible even with inexpensive inertial sensors [3]. Results from laboratory 
evaluation and through field tests at Jammertest 2024 show that the detector is up to 90% accurate in correctly identifying spoofing (or the lack of it), without 
any modification to the receiver structure and with mass-production grade INS typically used in mobile phones.
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Motivation & Research Goals

Carrier phase and spoofing System overview

Selected results: detection of adversaries in successful in both control tests (fully spoofed and 
benign) with high accuracy. Live testing at Jammertest 2024 showed that live detection is 
possible both in static and dynamic cases, for simulation of signals and meaconing. Testing on 
mobile phones shows the limitations of raw measurements rate in current implementation of 
Android API (high INS rate, lack of carrier phase data)
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