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The uploading and sharing of facial images of individuals is on the rise in this growing age of social media. But, this exchange of images 
may lead to some serious privacy threats. To preserve the identity of the individuals, several face de-identification tools have been 
proposed in the past. In our work, we evaluate the privacy-preserving nature of the different disentanglement methods proposed by 
Minh-Ha et al. [1] and compare them to find out which one is the best for anonymizing facial images. We have used record linkage 
attacks under various settings for this evaluation. Our experiments were able to link more than 50% of the anonymized records to the 
original image in some cases which exceeds an acceptable limit for privacy. 
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Haha! Caught you: Evaluating StyleID, a tool for 
anonymizing facial images using Record Linkage Attacks

Our Evaluation Framework
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Record Linkage Attacks Simplified StyleID Framework

• We have used three variants of the record linkage attacks for the evaluation of the StyleID framework.

• Euclidean Distance:

• Mahalanobis Distance:  

• Parametric Distance-based weighted mean:  

• For every correctly linked record 𝑖, the aggregation of the values 
𝑑(𝑉𝑘(𝑎𝑖),𝑉𝑘 (𝑏𝑖)), say, with a weighted mean, for all 𝑘 is smaller than the 
aggregation of the values 𝑑(𝑉𝑘 (𝑎𝑖 ),𝑉𝑘 (𝑏𝑗)) where 𝑖 ≠ 𝑗. 
• Each block has a set of all distances between one record from the original 

data file and all the records from the protected data file. 𝐾𝑖 will be the 
decision variable associated to 𝑎𝑖 in the objective function. 

• The value of 𝐾𝑖 can be 0 or 1. 𝐾𝑖 = 0 if the constraints are accomplished 
for 𝑎𝑖 or 𝐾𝑖 = 1 if not. We want to minimize the number of 𝐾𝑖 equal to 1.

We have presented a disclosure risk assessment using 
distance- based record linkage attacks to evaluate StyleID, 
a feature-preserving anonymization framework for facial 
images. We have done a comparison of the different 
disentanglement techniques on the basis of how well can 
they link to the original image after anonymization. We 
have shown that for some of the disentanglement 
techniques the identity disclosure risk can be quite high, 
and unless the number of images in the database is large, 
the produced images can still be sensitive. The results in 
the paper show that among the available techniques, 
segmentation mask-based swapping seems to be a good 
approach for preserving privacy. We plan to work with 
stronger attacks on the framework to validate more 
anonymization techniques thoroughly.
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