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Motivation & Research Goals

Control systems are vulnerable to cyber attacks which silently alter control signals or output measurements. However, these
attacks are not always practical and their implementation is usually challenging, as it requires overcoming security defences.
A more feasible attack manipulates the timing of controller operations, subtly impacting system performance without altering
data or control signals directly. This research explores the worst-case impacts of these timing attacks on control systems.
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Furuta Pendulum (unstable system): the
control objective is to control the pendu-
lum stick in the upright position.

Detector Model
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Detector #2: Sequence of delays Y is distributed by Y ~ Geo (p)
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