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Introduction

Likelihood-based Deep Generative Models (DGMs) are commonly used for Out-Of-Distribution (OOD) detection, but often struggle, frequently
assigning higher likelihoods to OOD images than to In-Distribution (ID) data [2]. We introduce a practical OOD detection method using
diffusion models applied to image representations. Our approach matches state-of-the-art performance on large-scale benchmarks and show that
conditional training using logits from supervised encoder further enhances detection. Additionally, we provide empirical evidence that the entropy
of ID representations, estimated by the diffusion model, correlates with OOD detection performance, guiding the selection of encoders.
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Figure 2: Our method can be used for both OOD detection and evaluate the representation space for
OOD detection using information theory.

OOD Method Openlmage-O Textures iNaturalist ImageNet-O Average
AUROC T FPR95 ] AUROC T FPR95 ] AUROC T FPR9 | AUROC T FPR95| AUROC T FPR95 |
KNN 60.54 89.03  89.04 41.51 48.02 97.69  68.64 81.20 66.56 77.36
Residual w/o offset  59.52 89.22 90.33 38.90 42.47 98.87 69.60 79.85 65.48 76.71
g RDM 58.15 91.50 89.06 43.80  41.44 99.20  66.40 86.25 63.76 80.19
___________________________________ DINO
_____________________ £ st KNN 85.26 65.25 94.15 25.39 88.30 67.62 81.55 74.70 87.31 58.23
/ S Grme Residual w/o offset  87.57 54.77  97.84 11.10  92.71 42.76  81.98 68.40  90.02 44.25
S s | RDM 85.68 64.73 96.59 17.17  86.67 70.98 79.80 73.90 87.18 56.69
B ’ DINOv2
KNN 95.05 25.66  91.65 35.33 99.06 3.47 86.67 57.55  93.10 30.50
Residual w/o offset  92.61 35.53 93.60 33.41 99.32 1.74 83.23 70.40 92.19 35.26
Figure 1: OOD detection distance function de- RDM 94.06 31.07  93.32 32.5 99.30 1.83 85.97 63.30 93.16 32.17
sign.
Table 1: OOD detection with self-supervised encoder: AUROC and FPR95 are reported as
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formula [1], we can compute the precise rep- Figure 3: From left to right, entropy per dimension, maximum entropy per dimension, and first
eigenvalue rate. These are calculated on the ID dataset to compare with OOD performance (AUC).
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